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NCA-4134.3 Design Control.

(a)The provisions of NQA-1, Requirement 3, shall apply.

(b) Measures shall be established to ensure that applicable requirements of the Design Specifications and of this Section for
items are correctly translated into specifications, drawings, procedures, and instructions.

(c) Design documents shall be verified for adequacy and compliance with the Design Specification and this Section.

(d) Computer programs used for design analysis shall meet the requirements of NQA-1, Part I,
Subpart 2.7.

(e) Paragraph 601, Configuration Management of Operating Facilities, is not applicable.

SUBPART 2.7
Quality Assurance Requirements for Computer Software for
Nuclear Facility Applications

100 GENERAL
Subpart 2.7 provides requirements for the acquisition, development, operation, maintenance, and
retirement of software. ~
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301 Procured Software and Software Services

Part I, Requirements 4 and 7 for items and services shall be applied to the procurement of software and software services. The
Purchaser shall be responsible for the appropriate requirements of this Subpart upon acceptance of the software or related item
(e.g., programmable device). Procurement documents shall identify requirements for Supplier’s reporting of software errors to the
Purchaser and, as appropriate, the Purchaser’s reporting of software errors to the Supplier.
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302 Otherwise Acquired Software

Part I, Requirement 7, and Part Il, Subpart 2.14, Quality Assurance Requirements for Commercial Grade Items and Services, shall
be applied to acquired software that has not been previously approved under a program consistent with Part | of this Standard for
use in its intended application. This includes computer programs not obtained using the procurement requirements of Part

I, such as freeware, shareware, and computer programs from corporate repositories. Otherwise acquired computer programs whose
results are verified with the design analysis for each application as specified in Part I, Requirement 3, para. 401 are excluded from
the requirements of Part Il, Subpart 2.14.
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Otherwise acquired computer programs shall be identified and controlled during the dedication process. The dedication process
shall be documented and include the following:

(a) identification of the capabilities and limitations for intended use as critical characteristics

(b) utilization of test plans and test cases as the method of acceptance to demonstrate the capabilities within the limitations

(c) instructions for use (e.g., user manual) within the limits of the dedicated capabilities

The dedication process documentation and associated computer program(s) shall establish the current baseline.

Subsequent revisions of the software shall be dedicated in accordance with this section.
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203 Software Configuration Management

Software configuration management includes, but is not limited to, configuration identification, change control, and

configuration status control. Configuration items shall be maintained under configuration management until the software is
retired.
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203.1 Configuration Identification. A labeling system for configuration items shall be implemented that
(a) uniquely identifies each configuration item

(b) identifies changes to configuration items by revision
(c) provides the ability to uniquely identify each configuration of the revised software available for use
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(a) The software configuration change control process shall include

(1) initiation, evaluation, and disposition of a change request

(2) control and approval of changes prior to implementation

(3) requirements for retesting (e.g., regression testing) and acceptance of the test results
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(b) A software baseline shall be established at the completion of each activity of the software design process. Approved
changes created subsequent to a baseline shall be added to the baseline. A baseline shall define the most recently approved
software configuration. Configuration items to be controlled as part of the baseline shall include, as appropriate

(1) documentation (e.g., software design requirements, instructions for computer program use, test plans, and results)

(2) computer program(s) (e.g., source, object, backup files)

(3) support software
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(c) Changes to software shall be formally documented. The documentation shall include
(1) a description of the change

(2) the rationale for the change

(3) the identification of affected software baselines
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203.3 Configuration Status Control. The status of configuration items resulting from software design shall be maintained
current. Configuration item changes shall be controlled until they are incorporated into the approved product baseline. The

controls shall include a process for maintaining the status of changes that are proposed and approved but not implemented.
The controls shall also provide for notification of this information to affected organizations.
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204 Problem Reporting and Corrective Action

(a) Method(s) for documenting, evaluating, and correcting software problems shall

(1) describe the evaluation process for determining whether a reported problem is an error or other type of problem (e.g., user
mistake)

(2) define the responsibilities for disposition of the problem reports, including notification to the originator of the results of the
evaluation

(b) When the problem is determined to be an error, the method shall provide, as appropriate, for

(1) how the error relates to appropriate software engineering elements

(2) how the error impacts past and present use of the computer program

(3) how the corrective action impacts previous development activities

(4) how the users are notified of the identified error, its impact, and how to avoid the error, pending implementation of
corrective actions

The problem reporting and corrective action process shall address the appropriate requirements of Part I, Requirement 16.

12



I 7| (Retirement)

ATE0] MA0] L3 XIUS BRI T ATEL0{o] AN AFBE o 2t7| 3t AlE S
22| At E R

407 Retirement
During retirement, support for the software product is terminated, and the routine use of the software shall be prevented.
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601 Software Tools

Software tools shall be evaluated, reviewed, tested, and accepted for use and placed under configuration control as part of
the software development cycle of a new or revised software product. Software tools that do not affect the performance of the
software need not be placed under configuration control.
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602 System Software

System software shall be evaluated, reviewed, tested, and accepted for use as part of the software development cycle of a
new or revised software product. System software shall be placed under configuration change control.
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