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o IEC61508 VS 'IEEéE 1012 Sasn

e Functional Safety #4

ISO 26262 Automotive

IEC 61508 IEC 62279  Rail

General

IEC 61511 Process Industries
IEC 61513 Power Plants

IEC 62061 Machinery
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. IEC61508 vs. IEEE 1012

 |EC 61508 Functional Safety
> RISKE Acceptableet +EQ 2 ZAAA|7|= A

Probability of damage due to faulty E/E/PE function

:'.. % -
Always oy e
acceptable
risk
Extremely
improbable

Potential extent of damage I
due to faulty E/E/PE function {PP
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II. IEC61508 vs, IEEE 1012

=
o |[EC 61508 Safety Integrity Level

Probability of damage due to faulty E/E/PE function

Always

Extremely
improbable

Potential extent of damage
due to faulty E/E/PE function

Low high

pp



P Qverall
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” . modifi-
., HW/SW safety lifecycle cation
,’ and
! retrofit
. W Safety- "\ Overall
Overall Overall EEPE \' related Y\ vter"a Overall
Overall Hazard ol Safety system \% _ W MR Overall operation, \\ Decom-
Concept scope and risk SHIEEy require- }}safety re- ) I;'E Boa } 1 safety mainte- rr']‘i':s'gr'
definition f/ analysis reguires ments //quirement f, T2 AN /[ validation nance /f o g |
ments loodion spec. realisa- {/ commissi e isposal
2 2 _ tign_ [ __onin P

Specification stages

Product lifecycle timeline

Overall

installa-
tion and

commissi
oning
planning

Overall
safety
validation
planning

\ operation
and
mainte-

Installation and
operating stages

epP



Specification stages

Product lifecycle timeline

E/EIP/E zystam zafaty
requirements specification

Planning of development and safety activities

}

5Y_2

System safety requirement specification / System Safety Design Specification

System & H/W developmeant S development

k 4 h

E/EP/E safety-related systems
{Realization phase)

S/W safety requirement
speocificatian

L spacification
: }

HY 2 HwW _amhipuctum design S @mhitnchlm design

—= apacification apecification

I !

ULV HW detail design specification m S/W unit design specification
! '

HY_4 HW implementation n S/W implementation

. !

HW integration test l

HW validation G S5 validation

I }

Syatem integration test

: :

System safety validation




II. IEC61508 vs. IEEE 1012 -

e S/W V&VE} SIL Hl

AppliedStandard
CERE)

Life Cycle

FE=70)

MajorPocus
(Taaty)

Integrity level

(FES+E)

Documentation
(A=}

Q Grade(S/W V&V)

2T 7| IRFE QI )

-Mandatory (Law)

Software Development Process 7|gH0]

Acquisitiond} Supply & 7188

Supply Manage + SW Development
(Heudd) dsAld a1t

SW V&V = &7 X2 (SW =M A|)
IEEE 1012 7|&t

F24 w0 met 2M7F HEE

o) Integrity levelO| 10|2tH SW Al S

B3 otX| Kot E.

SIL 3

7|14 7|HHIEC 61508)

-State of the art(Technical recommendation)

Software Development Process 7|2H0]|

System, Hardware 7|2 && F78 &8

Development (System, HW, SW)
7|14 7|8 E=(IEC 61508 -V&VES)

IEC 61508 7|t
244 =F0| met E2A7F HSEX| ES

UstLE HGElS 7T BEE

[

epP



IT. IEC61508 vs, IEEE 1012 o %

 |[EEE 1012 Life Cycle

Management

Management

Acquisition Supply

Development

\ Concept \
\ eeeeeee \

Implementatio
n

pp



IT. IEC61508 vs. IEEE 1012

IEC 61508 Life Cycle

Planning of development and safety activitios

E/EIPIE syatem safaty
requirements specification

System safaty requirement specification / System Safety Design Spscification

System & H/W development S development
3 ¥ A
HY 1 HW safety requirement sw 1 Bk safety requirement
- epacificatian - epacificatian
HY 2 HW architecture design SW architecture design
= spacification apacification

I l

m HW detsil design specification m S/W unit design specification

L B HW implementation n SN implementation
E/EIP/E safety-related systems
(Realization phasa) ﬂ S unit test
HW integration test l
m SN integration test
HW validation LU S validation

System integration test

e * ‘PP
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IEC61508 vs.

IEEE 1012

 |[EC 61508 Life Cycle

System
Requirement
Spec.

System Design

S/W Safety
Req. Spec.

System Safety
Validation

System
Integration Test

Spec.

H/W Safety H/W
Req. Spec. Validation
S el Integratlon
Spec. Test

H/W Implementation

S/W Design
Spec.

S/IW
Validation

\ S/W Implementation /

/PP



II. IEC61508 vs. IEEE 1012

IEC 61508 Life Cycle (V-Model)

Software safety
requirements
specification

E/E/PE system
safety

requirements
specification

Software

E/E/PE system architecture

architecture

Software
system design

Module
design

|
’ Output ‘

Validation

Validation Validated

software

L4

testing

Integration testing
(components,
subsystems and
programmable

\ electronics)

Integration
testing (module)

A

Module
testing

e Verification

Coding

L/

implementation




IT IEC61508 vs IEEE 1012 S

o Safety Integrity Level

SIL = Safety Integrity Level
= 4-level scale (SIL 1, 2, 3, 4)

= At SIL 1 and higher, additional risk reduction measures must be
taken

= SIL 4 describes the highest risk potential

= The SIL is allocated to safety functions and to the requirements
for the safety functions

pp



 |[EEE 1012 Risk Based Integrity Level

2 72| AQlo| k|= 53 YEf2| T 758 (likelihood)
(Pts’d(likelihood)2| ZrA &=A)
Reasonable Probable Occasional Infrequent
(ZA Y= g =) (7H&) (ER)
Catastrophic
(XH%PB,F,)O_I) 4 4 40or3 3
@) .
= ggcgkl 4 40r3 3 2orl
= 3
35 Marginal
— & argina
8 (2|S-9-0|'x| (L)'él'-% 3 3or?2 2or1l 1
Negligible
(FAI2 B 3h 2 2orl 1 1

epPP



II. IEC61508 vs. IEEE 1012

 |[EC 61508 Safety Integrity Level (Graph Method)

Ca

F
CEI_

C ¢ j——

CFP1

CFPz

CFP3

CFPs

CFPs

CFPs

W3 Wz

VW1

am NA

NA

NA

QM

2.1 Consequence of the hazardous event (C);

Class Designation

C1  |Minor injury

Criteria

Major Injury(Serious permanent injury to one or
more persons)

Cz

2.3 Possibility of failing to avoid the hazardous event (P);

Designation Criteria
. . " S EFF AR H= oA ™ T i = AFE Y
P1  |Possible under certain conditions Tl;“ SO LU RS ZH YL RN ULE F U= AU E
HE
P2 |aimostimpossible HEE AE| SNE S AN EE A0 LS Hokee| BT
2 p SHH MUY s
=2 = 2 E=ET T

Cs

Death to one or Several person

C4 |Very many people killed

2.2 Frequency of, and exposure time in, the hazardous zone (F);

Class

F1

Designation
Rare to more often exposure in the hazardous
zone

Criteria

2.4 Probability of the unwanted occurrence (W).

Designation

A very slight probability that the unwanted

W1 |oeccurrences will come to pass and only a few QU MEh| He WHE s IR HE
unwanted occurrences are likely
A slight probability that the unwanted occurrences

W2 |will come to pass and few unwanted occurrences | 2|& AMEH| LHAHEN LM 0| 2222

are likely

Frequent to permanent exposure in the
hazardous zone

F2

VPP
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. Safety Integrity Level 3 (@A 73 AFeh
» Safety integrity :

> Probability of an E/E/PE safety-related system satisfactorily
performing the specified safety functions under all the stated
conditions within a stated period of time

Average frequency of a dangerous failu

Safety integrity level re of the safety function [h-]

(SIL)

(PFH)
4 102 to < 108
I_ _________________________ 1
, 3 108 to < 107 I
__________________________ |
2 107 to < 107
1 10% to < 10>



« Hazard Analysis & Risk Assessment

» Hazard : A hazard is any source of potential damage, harm or adverse
health effects on something or someone.

> Risk : Likelihood and severity of hazardous events.

— =

o ALEXI 270 ofst SIL M 20|22 HARA 1} 20| SIL Class X Safety
Function &2

High Demand mode

SIL3: PFH < 10-7 /h
Hardware fault tolerance: 2

SFF = 60%/(each subsystems) with self-diagnostic measures
DC 2 60%

Maximum of 24 hour repair time

Safe Failure Fraction : Rate of failures that are neither dangerous nor undetected over the total rate e
Diagnostic Coverage : Rate of detected dangerous failures over the rate of all dangerous failures (PP



Probability of damage due to faulty E/E/PE function

Always e
acceptable
risk
Extremely
improbable

Low

Potential extent of damage High
due to faulty E/E/PE function

pp



 Reliability of Protective Relay
— Dependability:
« The measure of the certainty that the relays will operate

correctly for all the faults for which they are designed to
operate.

— Security:

« The measure of the certainty that the relays will not operate
Incorrectly for any fault.

v

{ Safe State ?? ]

pp



« Safety Function ¥ Safety Related*Module ‘82|

> Safety Function : 23 HH7|= A Sof| n%o] TS I TRIP M5 S F2{5lOf TIC}.

Digital Protective Relay

Input/Output Module
125VDC or SIL3
Aux AL Internal EIA232
Power Po/v(\?er Power Module OWeT » ==  Serial
Port
SIL3
o TRIP,
%orj[tac;t Output Output HMI Module
Hipd Circuit Control
ALARM
Rel
Contact elay CPU Module <
Output Digital Input | | Digital
D|g|t1a’ ?lnput Circuit Input
SIL3
A Ph Input
A Phase Current | | 8 Phase | il ;
ase Inpu
(B: lIZEase Eurren:c[ | | CT Module C Phase Input
ase Curren :
|| Fault |
Ground Sensor i Ground Fault Input e{PP




« Techniques and Measures

— Failure detection by on-line monitoring

— Comparator

— Majority voter

— Tests by redundant hardware

— Monitored redundancy

— Electrical/electronic components with automatic check
— Analogue signal monitoring

— Self-test by software

— RAM Test

— Monitored outputs

pp
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